
  

  

Dear Valued Customer,  

This is a follow up to our message of January 18, 2021 where we informed you of a phishing 

attack affecting several TravelClick customers.  As previously stated, on Monday, January 18, 2021, TravelClick 

was informed by certain customers that they had received a phishing e-mail, see Example #1 below.  We now have 

reports of additional customers receiving new phishing emails that look slightly different (different sender’s email 

address, email message), see Example #2.  

TravelClick, an Amadeus company, takes your security very seriously.  There are malicious actors seeking 

to obtain your iHotelier user credentials by re-directing you to a website that impersonates a TravelClick 

login page.  We are proactively alerting you of this malicious activity so you can avoid becoming a victim of this 

phishing attempt.  

If you received an e-mail similar to those below and inadvertently clicked the link provided in the email, 

please immediately change your TravelClick portal password (directly in the TravelClick 

portal) and forward a copy of the malicious email to cs@travelclick.com.  

We recommend you also forward this notice to your internal IT team.  

As a general practice:  

 Make sure to only use a URLs you've bookmarked as opposed to clicking on links provided in an email in 

order to reach the TravelClick portal,   

 If at any time you receive a TravelClick email that seems odd or unusual, please reach out to TravelClick 

Customer Care at cs@travelclick.com,   

 Never provide your password or any other account security details to anyone else and always check if you 

are on a trusted web site   

 TravelClick will never ask you for your password.   
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Example #1:  

  

 

  

 

 

 

 

 

 

 



Example #2:   

  

 

   

 

 

 

 

 

 

 

 



Phishing Website:  

Should you click on the link in the 2 examples above, you will be sent to the URL “portal-

travelclick.com/login” that IS NOT a TravelClick page. This is a fraudulent domain created to harvest 

your username and password.  

  

 

 Sincerely,   

Customer Care 

TravelClick, an Amadeus Company                                              

Americas 

+1 847 585 5259 
  

 


